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Preface

This Standard was prepared by the Standards Australia Committee IT-005, Financial Transaction 
Systems, to supersede AS ISO 2805.5.2—2009, Electronic funds transfer — Requirements for interfaces, 
Part 5.2: Ciphers — Modes of operation for an n-bit block cipher.

The objective of this Standard is to establish five modes of operation for applications of an n-bit block 
cipher (e.g. protection of data during transmission or in storage). The defined modes only provide 
protection of data confidentiality. Protection of data integrity is not within the scope of this document. 
Also, most modes do not protect the confidentiality of message length information.

This document specifies the modes of operation and gives recommendations for choosing values of 
parameters (as appropriate).

This Standard is identical with, and has been reproduced from, ISO/IEC 10116:2017, Information 
technology — Security techniques — Modes of operation for an n-bit block cipher.

As this document has been reproduced from an International Standard, a full point substitutes for a 
comma when referring to a decimal marker.

Australian or Australian/New Zealand Standards that are identical adoptions of international 
normative references may be used interchangeably. Refer to the online catalogue for information on 
specific Standards.

The terms “normative” and “informative” are used in Standards to define the application of the 
appendices or annexes to which they apply. A “normative” appendix or annex is an integral part of a 
Standard, whereas an “informative” appendix or annex is only for information and guidance.
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