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Keeping Standards up-to-date

Standards are living documents which reflect progress in science, technology and
systems. To maintain their currency, all Standards are periodically reviewed, and
new editions are published. Between editions, amendments may be issued.
Standards may also be withdrawn. It is important that readers assure themselves
they are using a current Standard, which should include any amendments which
may have been published since the Standard was purchased.

Detailed information about joint Australian/New Zealand Standards can be found by
visiting the Standards Web Shop at www.saiglobal.com.au or Standards New
Zealand web site at www.standards.co.nz and looking up the relevant Standard in
the on-line catalogue.

For more frequent listings or notification of revisions, amendments and
withdrawals, Standards Australia and Standards New Zealand offer a number of
update options. For information about these services, users should contact their
respective national Standards organization.

We also welcome suggestions for improvement in our Standards, and especially
encourage readers to notify us immediately of any apparent inaccuracies or
ambiguities. Please address your comments to the Chief Executive of either
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PREFACE

This Standard was prepared by the Joint Standards Australia/Standards New Zealand Committee
IT-012, Information Security to supersede HB 231:2004, Information security risk management
guidelines.

The objective of this Standard is to endorse this important Standard as applicable for Australian use.

This Standard is an adoption with national modifications and has been reproduced from
ISO/IEC 27005:2011, [Information technology—Security techniques—Information security risk
management and has been varied as indicated to take account of Australian/New Zealand conditions.
The modifications are specified in Appendix ZZ.

This Standard contains all the normative requirements of ISO/IEC 27005:2011. It differs from
ISO/IEC 27005:2011 as follows:

(a) Informative Annex E (Information security risk assessment approaches) has been removed from
the source text because the Committee considers that it is potentially misleading. Appendix ZZ
specifies a replacement Annex E in which more comprehensive guidance on the topic of risk
assessment is indicated by reference to IEC/ISO 31010.

(b) Consequential editorial changes have been made consistent with the deletion of Annex E.
As this Standard is reproduced from an International Standard, the following applies:

(i)  Its number appears on the cover and title page while the International Standard number appears
only on the cover.

(i) In the source text ‘this International Standard’ should read ‘this Australian/New Zealand
Standard’.

(iii) A full point substitutes for a comma when referring to a decimal marker.

References to International Standards should be replaced by references to Australian or
Australian/New Zealand Standards, as follows:

Reference to International Standard Australian/New Zealand Standard

ISO/IEC AS/NZS ISO/IEC
27000 Information technology—Security —
techniques—Information security
management systems—Overview and

vocabulary

27001 Information technology—Security 27001 Information technology—Security
techniques—Information security techniques—Information security
management systems—Requirements management systems—Requirements

The terms ‘normative’ and ‘informative’ have been used in this Standard to define the application of
the annex or appendix to which they apply. A ‘normative’ annex or appendix is an integral part of a
Standard, whereas an ‘informative’ annex or appendix is only for information and guidance.



This is a free page sample. Access the full version online.

AS/NZS ISO/IEC 27005:2012 iii
CONTENTS

1 £ o - OSSR 1
2 NOrmative referenCes.......cc i ————————— 1
3 Terms and definitions ..o ——————————————————— 1
4 Structure of this International Standard ..o ————— 5
5 = 7 o7 1o | (o 11 T o N 6
6 Overview of the information security risk management process .........ccccccrminnimnnnnimn. 7
7 Context establishment..........coo i ————— 10
71 General considerations...... ..o iiriiiir e ———————————————————— 10
7.2 = L= Lo 0 1 - - 10
7.21 Risk management appProach ... 10
7.2.2 Risk evaluation Criteria.........cccoviiiiiiiiiiini i ——————————— 10
7 T 111 o - T o ) =Y o T 1
2 S & =1 (= T o= o) = T T2 = o ] 1= - 1
7.3 ST o2 o T3 T T N 7o 101 4 o F= 1y == 3PS 12
7.4 Organization for information security risk management...........cccccccvmrimicccccccsesene e 12
8 Information security risk aSSESSMENt..........ccccceiiiiiiiiicccerrrr s e 13
8.1 General description of information security risk assessment ..........ccccccoiirniccciserrnee s ssccsssceeeee 13
8.2 Risk identification.........ccccucciiiiniii e ————————— 13
8.2.1 Introduction to risk identification ...........cccccniiiiinnii e ——————— 13
8.2.2 Identification of assets........cccvciiiiiniii e ————————————— 14
8.2.3 Identification of threats.........cccccciiiiiiiiinii e ————————— 14
8.2.4 Identification of existing CONtrols..........cccciiiiiiiiinns e ——————— 15
8.2.5 Identification of vulnerabilities ..........cccorviiiinisi e —————— 15
8.2.6 Identification Of CONSEQUENCES.........cci e e mnen e e e e s e s s amn e e neeas 16
8.3 LR L] QT T= 17T N 17
8.3.1 Risk analysis Methodologies ... e e e e s ensnsannas 17
8.3.2 AsSeSSMENt Of CONSEUUENCES .......cciiiiiccieeiiieriiisssssssnreereesssssssssne s e e s ssssssssssnssensssssssssnnnsensssesssssnnsnsss 18
8.3.3 Assessment of incident likelihood ............ccociiriiiiiin e ————— 18
8.3.4 Level of risk determination.........cccccviiiiiiiminimi i ———————————— 19
8.4 RiSK @ValUALION ....ceeiiiiiiiee it 19
9 Information security risk treatment ... —————— 20
9.1 General description of risk treatment ............. i —————— 20



¥ SAIGLOBAL

This is a free preview. Purchase the entire publication at the link below:

Product Page

@ Looking for additional Standards? Visit Intertek Inform Infostore

@ Learn about LexConnect, All Jurisdictions, Standards referenced in Australian legislation


https://shop.standards.ie/en-ie/standards/as-nzs-iso-iec-27005-2012-126626_saig_as_as_267280/
https://www.intertekinform.com
https://www.intertekinform.com/en-au/regulatory-management/lexconnect-and-codeconnect/

