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Financial transactional IC card reader (FINREAD) - Part 1:
Business requirements

This CEN Workshop Agreement has been drafted and approved by a Workshop of representatives of interested parties, the constitution of
which is indicated in the foreword of this Workshop Agreement.

The formal process followed by the Workshop in the development of this Workshop Agreement has been endorsed by the National
Members of CEN but neither the National Members of CEN nor the CEN Management Centre can be held accountable for the technical
content of this CEN Workshop Agreement or possible conflicts with standards or legislation.

This CEN Workshop Agreement can in no way be held as being an official standard developed by CEN and its Members.

This CEN Workshop Agreement is publicly available as a reference document from the CEN Members National Standard Bodies.

CEN members are the national standards bodies of Austria, Belgium, Cyprus, Czech Republic, Denmark, Estonia, Finland, France,
Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Slovakia,
Slovenia, Spain, Sweden, Switzerland and United Kingdom.
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Foreword

The production of this CWA (CEN Workshop Agreement) specifying a financial transactional IC card reader
(FINREAD) was formally accepted at the FINREAD Workshop's kick-off meeting on 1999-09-08 and published on
2001.

This document supersedes CWA 14174-1:2001.

This revised document was approved as CWA at a meeting of the WS-FINREAD participants on 2003-10-30, after
a final review/endorsement round. The final text was submitted to CEN for publication on 2003-11-10.

The document has been developed through the collaboration of a number of contributing partners in WS-
FINREAD, representing smart card interests as well as financial services.

This CWA has received the support of representatives of each of these sectors. A list of company experts who
have supported the document's contents may be obtained from the CEN/ISSS Secretariat.

This CWA consists of the following parts, under the general title Financial transactional IC card reader (FINREAD):

 Part 1 : Business requirements

 Part 2 : Functional requirements

 Part 3 : Security requirements

 Part 4 : Architectural overview

 Part 5 : Download file format

 Part 6 : Definition of the virtual machine

 Part 7 : FINREAD card reader application programming interfaces (APIs)

 Part 8 : FINREAD client application programming interfaces (APIs)
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0 Introduction

0.1 Background

There is today a lack of standards for a secure IC card reader, which hampers the development of applications
(banking and non-banking) working with different types of readers from different manufacturers. While using the
wording secure reader  we first should explain the meaning of this wording. A secure IC card reader consists of
hardware and software related to a specific application within a domain defined before. It is the combination of
both, the hard- and software, which shall comply with the security requirements of a specific scheme. According to
this definition there are only a few IC card readers, designed / developed only for the use within a special
application, which comply to this. In contrast to this very special kind of readers, most readers available today, are
classified as transparent readers. They are dumb devices without own software and therefore they can only
provide access towards an ICC connector. Any control on this peripheral shall be provided (and programmed) by
the connected host or PC.

There are several reasons which hamper the IC card reader manufacturing industry from developing a secure and
interoperable reader, which is universally applicable to a wide range of business needs :

 non-standardised software architecture. Although there are several initiatives to establish a common software
architecture to interface with an IC card reader, there is no standard established. Therefore most of the current
software applications, located on the PC, use proprietary software architectures including a driver designed for
the use with one single type of IC card reader ;

 the proprietary hardware architecture of different readers. Because of individual developments, done by
different manufacturers of IC card readers, there is no common hardware architecture. This hinders the
development of standardised software products, and also the compatibility and the interoperability between
different applications on the PC. In addition no agreement has been made on the security classification and
the resources that the reader may offer to the different schemes ;

 the differences between cards (national or international payment schemes). Most of the IC card readers
currently available, are designed for the use within a special scheme. Although there are several kinds of
transparent readers, these are not able to offer the security that is required for applications within the banking
environment ;

 the different security rules in different schemes. Most of the established payment schemes or even home-
banking schemes have security rules only focussing on the requirements of this very specific scheme. This
hinders the use of an IC card reader within a second scheme or application. Actually no common agreement has
been made about the different security levels for the use of an IC card reader within a different application ;

 the need for a secure and thus card dependent reader by the European financial industry. In the past, this
need has led to several readers, only increasing the benefit of one dedicated scheme. The reader was only
designed for the use within a very special application.

In conclusion, each IC card project needs to develop its own specific components :

 development of a card application, based on the PC ;

 development of a driver, based on the PC ;

 development of card specific firmware in the IC card reader.

It is assumed that the reader is able to support the necessary requirements. Therefore depending on the different
schemes, this might mean the controlled use of a display and a simple keypad that should be provided for this
scheme by the FINREAD card reader.
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