This is a free page sample. Access the full version online.

I'1SAAl

National Standards Authority of Ireland
TECHNICAL GUIDE

1.S. CWA 14355:2004 ICS 03.160
35.040

35.100.05

National Standards
Authority of Ireland
Dublin 9
Ireland

Tel: (01) 807 3800
Fax: (01) 807 3838

GUIDELINES FOR THE IMPLEMENTATION OF

SECURE SIGNATURE-CREATION DEVICES

This Irish Standard was
published under the
authority of the National
Standards Authority of
Ireland
and comes into effect on:

May 12, 2004

NO COPYING WITHOUT NSAI
PERMISSION EXCEPT AS
PERMITTED BY COPYRIGHT
LAW

© NSAI 2004 PriceCode T

Udaras um Chaighdeain Naisitnta na hEireann




This is a free page sample. Access the full version online.



This is a free page sample. Access the full version online.

CEN CWA 14355

WORKSHOP March 2004

AGREEMENT

ICS 03.160; 35.040; 35.100.05 Supersedes CWA 14355:2002

English version

Guidelines for the implementation of Secure Signature-Creation
Devices

This CEN Workshop Agreement has been drafted and approved by a Workshop of representatives of interested parties, the constitution of
which is indicated in the foreword of this Workshop Agreement.

The formal process followed by the Workshop in the development of this Workshop Agreement has been endorsed by the National
Members of CEN but neither the National Members of CEN nor the CEN Management Centre can be held accountable for the technical
content of this CEN Workshop Agreement or possible conflicts with standards or legislation.

This CEN Workshop Agreement can in no way be held as being an official standard developed by CEN and its Members.

This CEN Workshop Agreement is publicly available as a reference document from the CEN Members National Standard Bodies.

CEN members are the national standards bodies of Austria, Belgium, Cyprus, Czech Republic, Denmark, Estonia, Finland, France,

Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Slovakia,
Slovenia, Spain, Sweden, Switzerland and United Kingdom.

. — |

EUROPEAN COMMITTEE FOR STANDARDIZATION
COMITE EUROPEEN DE NORMALISATION
EUROPAISCHES KOMITEE FUR NORMUNG

Management Centre: rue de Stassart, 36 B-1050 Brussels

© 2004 CEN  All rights of exploitation in any form and by any means reserved worldwide for CEN national Members.

Ref. No.:CWA 14355:2004 E



This is a free page sample. Access the full version online.

CWA 14355:2004 (E)

Contents

page
(O70] 01 (=] 0] £ J TP PUPPPUPRPPTTIN 2
FOTEWOIT ... 5
1 o0 o = PR 6
2 RO T EINICES. ..o 7
2.1 NOIMALIVE TEFEIEINCES ...ei ittt ettt e e e st e e ek bt e e et b e e e enbbbe e e e e rnbeeeeeneee 7
2.2 INFOPMALIVE FEFEIEINCES ... it e ettt e e e e s e bbb e e e e e e e e e e s nbabeeeeans 7
3 Terms and definitions, abhreVIatioNS ... 9
3.1 Terms and AefiNItIONS .........uiii ettt e e st e e s et e e e e nbee e e aees 9
3.2 F Y o] o] {2V F= 14 o] £ E PO PUTP TR PRPPPPRRPT 9
3.3 DOCUMENT CONVENTIONS ...itieiie ittt ettt e sttt ettt e sttt e e sttt e e sabb et e e sabb e e e e sa b e e e e s ambbeeesasbbeeessbeeeesnnneeean 11
4 SSCD-related proviSions Of the DIFECHIVE ............uuiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeee e 12
4.1 Relevant defiNItIONS ..........uuiiiiiie et e e e e e e e e e s e bbb e e e e e e e e e e s aabnaeeeaaas 12
4.2 General provisions giveN @s FECITAIS ...........uuuiiie i e e e e e e e e e rr e e e e eaeeeans 13
4.3 Technical aspects of provisions given iN ANNEX H........uuiiiiiiii e 14
4.4 SSCD-related provisions on qualified certificates and CSP .........ccccoviiiiiiiiie e 16
5 Explanatory amendments t0 CWA 14169 ..........uuuiiiiiiiiiiiiiiiiiiiieee et 17
5.1 General implementation QUIAEINES ... e e e e e e 17
5.1.1 SSCD OVEIVIEW ...teeieiiiiee ettt ettt ettt e ettt e e ettt e e e ettt e e ettt e e e aabe e e e e aabe e e e e b be e e e anbbeeeesnbaeeeeeennbeeeeannes 17
5.1.2 SIS O B R Y o= S PP PP PP PP PP PPPPPTP 18
5.1.2.1 3101 I 1Y o1 PP PRT PP TPR 18
5.1.2.2 SSCD TYPE 2 .eteeeeicitiie ettt ettt e ettt e e e ettt e e e sttt e e e atb e e e e sttt e e e e Eae e e e e beee e e e bt eeeeatbeeeeantreaeaeearaaaeaas 19
5.1.2.3 SISO B B Y oL T PP PRT PP 19
5.1.3 TOE VS. TOE IT-@NVIFONMENT. ...ciiiiiiiiiiiee ettt ee ettt e e e e s ettt e e e e e e s annbe e e e e aeeesasnnbaneeaaaaaaeaaan 20
5.1.3.1 SSCD TYPE 1 and SSCD TYPE 2 .oeeeieieiiiieiee e e ettt e e e e s r e e e e e s st e e e e e e s e annbaaeeeaeeeennnnneees 20
5.1.3.2 F IS0 B R 1Y, o1 TSSO RRRP 20
5.2 Guidelines on specific Matters Of INTEIEST.........cci i ae e 21
5.2.1 Inter-TSF trusted channel (FTP_ITC) and trusted path (FTP_TRP) ..., 21
5.2.1.1 Y= Yo ] o I (o] g=T=1 [=Tod 1T o TS 21
5.2.1.2 IMplementation EXAMPIES .......cooi ettt e e e e e e e e e e e e e e nnn e eee s 22
5.2.2 TOE Emanation (FPT_EMSEQC).......cccciiiiiee ettt sttt e e e e st ee e e e e s snnnnnneeae e e e s 22
5.2.2.1 Reas0oNiNg fOr SEIECHON.........uiiiiiii et e e e e as 22
5.2.2.2 o o[- L= 1 =T R 23
5.2.2.3 Leakage through radiation.............ooi et e e e e e e e e eeeeas 23
5.2.2.4 Leakage during cryptographic operations, power attacks.........ccccooecvvvvieeeeiiviciiieeee e 23
5.2.25 Insertion of faults, fault @NAIYSIS ........c..eeiii e 23
5.2.3 Security function policies and roles (FDP_ACC, FDP_ACF) .....cooi i eerivien e 24
5.2.3.1 SIS O B /o - PSPPSR 24
5.2.3.2 3101 B I Y o1 PP PRRPTPPRR 25
5.2.3.3 SIS O B Yo T PP RPN 26
5.2.4 Transition t0 OPEratioNal STALE .........cciii i e e e e s e e e e e e s s 27
5.25 Key destruction (FCS _CKIMLA) ... ettt e e et e e e e e e s e e e aeeeas 28
5.2.6 Authentication failure handling (FIA _AFL) ... e e e e e e 28
5.3 ReqUESLS fOr ClArfICALION .....ciiiiiieee ettt e e e e et e e e e e e e e e e annnaeeeeaas 28
5.3.1 StAtUS OF the SSCD PPS.... ittt e ettt e e st e e e s sttt e e e s abbeeeesnbreeeeanes 28
5.3.2 Key generation @t the TSP ..... ...ttt e e e et e e e e e e e nneenneeeeeeas 29
5.3.3 (WS- To [ (o) g @3] =1 o 11 Vo PSSR 29
5.34 Key recovery, key escrow, shared secrets for SSCDS.......cccuuiiiiiiiiiiiiiiiiee e 29
5.3.5 SIGNALUIE SEIVICE PrOVISION ..uuviiiieiiiiiiiieee e e s esttee e e e e e s s ettt e e eeeessssseaeeraaeassastsaeeeeeessasssranneasenaaensanns 30
5.3.6 SVD eXport/import fOF TYPE 2.ttt ettt e e e e e e et e e e e e e e e snnbereeaaeaaaaeaans 30
5.3.7 CryptographiC attaCKS.........uuiiiii i e e e e s s e e e e e e s e e aeaeaa 30
5.3.8 Authentication and iIdeNtifiCAtION ..........oiueeeiii e 30
5.3.9 == R0 0 F= Yo A= =T U= S 30



This is a free page sample. Access the full version online.

CWA 14355:2004 (E)

5.3.10 Management of security function behaviour (FMT_MOF.1)......cccceiiiiiiiiiiniee e e e cieeeee e 30
5.3.11 Emanation Security (FPT_EMSEC) vs. Unobservability (FPR_UNO) ........cccoiiiiiiiiieieiiiiieeenn. 31
6 Relation of SSCD PP t0 other StandardS.............uuuueeiiiiiiiiiiiiiiee s 32
6.1 Overview of related proteCtion Profile€S ........ueiiie i a e 32
6.1.1 3 O D SRR 32
6.1.2 Eurosmart PP9911 (software and hardware) relying on PP9806 (hardware) ..........cccccceeevvvvvenen. 32
6.1.3 Eurosmart PP0002 "Smart Card IC Platform Protection Profile" ..., 33
6.1.4 Eurosmart PP0010 "Smart Card IC with Multi-Application Secure Platform"............ccccccoovevvnnen. 33
6.1.5 The NIST SC-user group PP-document (Version 3.0) .......c..uuiiiiiaiiiiiiiieeeee e 33
6.2 Evaluation aspects of SSCD as HW-SW COMDBINALION..........ccoiiiiiiiiiiie e 34
6.2.1 Requirements for hardware COMPONENTS ........ooiiiiiiiiiii e ee e e e 34
6.2.2 Division of SSCD into different COMPONENES .........cccviiiiiiee e a e 35
6.2.2.1 Hardware PlatfOrm ... .. ..ot e e e e e e e e e e e ee s 35
6.2.2.2 (@ 01T 11T T S Y] 1= 1 S SUPPERRR 35
6.2.2.3 SSCD @PPICALION ..ottt e e e e e e ettt e e e e e e e bab e e e e e e e e e e nnberreaeeaaaeeaans 36
6.2.3 Evaluation of the SSCD as COMPOSItE UEVICE .......c..uuuiiiieeiiiieiiee e e e e e e e 36
6.2.3.1 Case 1 — Evaluation of the SSCD as an integral product..............ccoeiiiiiiiiiiiiiie e 37
6.2.3.2 Case 2 - Evaluation of the SSCD using hardware evaluation results ...........ccccccoecvvveeeeeriinns 37
6.2.3.3 Case 3 - Evaluation of the SSCD using results of hardware and operating system

Lo = 1[N T ] [PPSR PPURPRRTRIN 38
7 General Platform Implementation GUIdeliNeS ..........coooi i 39
7.1 SSCD and the Qualified CertifiCate ..........cccoiiiiiii i re e reeereseeeeennannnnes 39
7.11 SSCD-Indicator iN the CErtifiCAE ........iouiiiiiiii e 39
7.1.2 Trusted ChannEl t0 the CGA ... et e e et e e e e e e s e annbeaaaeeeaas 40
7.1.3 Certificate diStrIDULION ........ocuuiii e 40
7.2 Implementation Of SCA ANA SSCD .....cciiiiiiiiiiiii e a e e e e e e e e e e nbareeeeeeas 40
7.2.1 Class 1 SCS — SCA and SSCD share a computing €NgINE ..........cccvvrereeerriiiineeeeeeesssenieereeeseanns 41
7.2.2 Class 2 SCS — SCA and SSCD on separate computing €NgINES .........cceeeeiiiiiiieiieeanaiiiieeeaaaenns 41
7.3 D15 o F= YA [T g1 = Yo T SR 41
7.3.1 Display MesSage (DM) EVICE.......cuiia ettt e e e et e e e e e e et e e e e e e e e anneeaeeeeeeas 41
7.3.2 Display hash (DH) GEVICE .........uuiiiiieei et e e e e s e e e e e e st ee e e e e e e anannrrnnees 42
7.4 U S LSS . et e e e e e e e e e e e e e e e aaaaaas 42
7.4.1 ClaSS LDM SYSIEIM ...cciiiiiiiiiiiee e e e ittt e e e e e e e st e e e e e et e st aeeeaeesaa s seaeeeaaeeesaststeeeeaeesssnnsrnsesnneaaeneaans 42
7.4.2 ClASS 2DM SYSEIM ...ttt et e e e e ettt e e e e e e e s abee et e e e e e s e nbebeeeeaaeaeannbnseaneaaaeaeanns 42
7.4.3 ClASS LDH SYSEEIM ..oceiiiiiieiiiee e e ettt ee e e e e e e e e e e e s e st areeaeesaa s aba e et aaeaesastsaeeeaeeesassssennnanneaaeeeaans 42
7.4.4 ClASS 2DH SYSEEIM ...ttt et e e e e ettt e e e e e e e e abe e et e e e e e aannbeaeeeeaeeaaannsbnneaneeaaeaaanns 43
8 Implementation guidelines for SMartCards ... 44
8.1 SSCD platform fUNCHONS ... e e e e e e e e e s e ane e e e e e e s s snebrneneaeeeans 44
8.1.1 PErSONAIISALION ...ttt e ettt e e e e e b b e e e e e e b b e e e e e e e e e e e nbareeaaaas 44
8.1.2 @R = 10 a1 o o= 110 ] [ PR PP 44
8.1.3 Trusted channels and trusted Path............ooo e 44
8.2 SIS @D =T 01V o] o 41T o PP 45
9 Implementation guidelines for mobile phones ... 46
9.1 WS- To (o o] g 1510 (=T = 140 1S PP PP RT PR 46
9.1.1 Displaying the complete message on the PhoNE...........oooiiiiiiiiiii e 46
9.1.2 Displaying only a hash value on the Phone ... 46
9.2 SSCD platform fUNCHONS ... e e e e e e e s s s ane e e e e e e s s nnsbeneraeeeeans 47
9.2.1 PErSONAIISALION ...ttt e e e e e e bbbt e e e e e e b b e e e e e e e e e e e nbareeeeaas a7
9.2.2 @R = 10 g 1T o o= 110 ] [ SO SP 47
9.2.3 Trusted channels and trusted Path............ooo e a7
9.3 SIS 1D =T 01V oo 41T o | RPN 48
10 Implementation guIdelines fOr PDA ... ... e e 49
10.1 ComPUtiNg ENGINE CROICES ...t e et e e e e e e s e aa b et e e e e e e e anbnbebaeeaaaeeaans 49
10.1.1 Single COMPULING ENGINE ...eeiiieii it e e e e e e s s e e e e e e s st eeeeeesaassstaaereaeesaanssstnnreaeeessnnsnns 49
10.1.2 Separate COMPULING ENOINES .....coiiiiiiieie ettt e e e e e bbb e et e e e e e aabbeeeeeaaesaaasnbaeeeaaaaaeaaan 49
10.2 D1 o] Fo YA o0 0 1Y T [T = o) R 49
10.2.1 DiISpPlay MESSAQE HEVICE ... eeiiiiiiee ettt ettt e e et e e e e e e st e b e e e e e e e e e annbnbeeeeeas 49
10.2.2 D1 o] F= YA o = TS T LY o7 49
10.3 @ LSTT a1(= ) 1o T SRR 50



This is a free page sample. Access the full version online.

CWA 14355:2004 (E)

104 SSCD platform fUNCHONS ... .. e e e e e e e e s s s e e e e e e s s snnrrnereeeeeanns 50
10.4.1 PErSONAIISALION ...ttt e oottt e e e e e e bbb e e e e e e e b e e e e e e e e e e e e nrarneaaaas 50
10.4.2 @R g U 1 LT o[- LT ] o [ R P PSPPI 50
10.4.3 Trusted Paths @and ChanN@IS.........ooo i eaae e as 50
11  Implementation gUIdEliNES fOr PCS......uuuiiii e 52
11.1 (70] 101 o101 1T aTo J=T o o T od o o TSR PUSPPPRRP 52
1111 SiNgle COMPULING ENGINE .....ueiiiiiee ittt e e e e e e e e st bbb e et e e e e e s nbbbeeeaaasaasnnbbesseeeaaeaaan 52
11.1.2 Separate COMPULING ENGINES ......coiiiiiieeee ettt e e e e e e s s s e e e e e s s st rrereaesssnsraareeeeessansntaenreeaaaesen 52
11.2 DiISPlaY CONSIAEIALIONS .......eeiiiieiiiiiie ittt ettt e e e e e b et e e e e e s s s ba b et e e e e e e e anbbeeeeaaeeaaeeaanbnbeeeaaas 52
11.2.1 D1y o] Fo YA Lo EE Y= To [0 LoV o = 52
11.2.2 DiISPlay HASH EVICE ......ooi ittt e et e e e e e e e e abaaeeee s 52
11.3 0T o 01 1=] 11 o] PP PPPPPTPRRN 53
114 SSCD Platform fUNCLIONS ... ..ottt e e e e e e e e e e e e e e e s nnnbrneeaaeeeaans 53
114.1 T e Yo g F= 11 ET= Vo] o PRSP 53
11.4.2 USEEr AULNENTICALION .....eeiiiii ettt e e e e ettt e e e e e e st e e e e e e e e e e e e nnneeeeeaas 53
11.4.3 Trusted Paths and ChannElS ...........ooiiiiiiii ittt e s sbaeee e 53
12 SIQNING SEIVICES ...eeieeiiiiiiiieeeee ettt ettt ettt ettt ettt ettt ettt ettt ettt et e et et e et e e e e e e e e e e e e e e e e e e eenneeeennee e 55
Annex | (informative) Comparison of Protection Profiles ..., 56
Al.l Security ODJECHIVES COMPAIISON .....cciiiiiiiiiieie ettt e e e e ettt e e e e e e e atabaeeeaaaeesaabebeeaaaasaaasnbaseeaeeeaaasaaans 56
Al.1.1 SSCD vs. EUroSMart PPOOLO ........uuuiiiieeiiiiiiiiie ettt e s e e s e s e e e e e s e s ne e e e e e s aannnnnes 57
Al.L1.1.1 SCOPE OF TOE ...ttt ettt et e e e s e ettt e e e e e e s abbbe e e e e eeaa e e e aanneees 57
AlL1.1.2 Comparison Of SECUNtY ODJECHIVES ......ccvuiiiiiiee i e e e e e e e e e e snnnnnes 57
AlL1.2 SSCD vs. EUroSmMart PPOOOZ .........eeiiiiiiiiiiiiiie ettt ettt a e e e e e 58
Al.L1.2.1 Yoo o= o N 1 | SRR 58
Al.L1.2.2 Comparison Of SECUNLY ODJECTIVES ...t a e e e 59
Al.1.3 SSCD VS. SCSUG ....utiiiiiiiiiie ittt ettt ettt e ettt e e s b bt e e ettt e e anbbe e e e anbbeeeeenbbeee e anbeeeeennes 59
Al.1.3.1 S Tolo] o= o) N 1 | PP RERTR 59
AlL1.3.2 Comparison Of SECUNLY ODJECHIVES ......c..vviiiiiiee e e e e e e e e e e e snnnnnes 59
Al.2 Functional Security Requirements COMPATISON ........ciuiiuuureiiaie et eea e e e et e e e e e e s e e eeeaa e e e aneeeeeeas 61
Al.2.1 FAU SECUILY @QUUIL.....ueeiieeeis ittt e st ie e e e e s st e e e e e s e st e e e e e e s s s antaeeeeaeeessntaeneaaeeeeessannsnnaeeeens 61
Al.2.2 FCS CryptographiC SUPPOIT........ ittt et e e e e e e e s b e e e e e e e e annnnnneeeeeas 62
Al.2.3 FDP USEr data ProtECHON........uuuiiiie e i iiieii e e e e e st e e e e s s st e e e e e s s s tae e e e e e e s s sntaaeeeeeeeseannrnrneeeeas 63
Al.2.4 FIA Identification and authentiCation ...............cooii e 64
Al.2.5 (Y ST Yo U1V 4 F= U = o 1= 0 =T o SRS 65
Al.2.6 [ o S 17 Vo3 YRR ER R 66
Al.2.7 FPT Protection Of the TS ... ettt sttt e et e e s nneeas 67
Al.2.8 FRU RESOUICE ULIHISALION. ... ..ttt ettt e e e e e et e e e e e e e e s nnneeeeeeas 68
Al.2.9 FTP Trusted path/Chann@lS ..........coie oo e e raeee s 68



¥ SAIGLOBAL

This is a free preview. Purchase the entire publication at the link below:

Product Page

@ Looking for additional Standards? Visit Intertek Inform Infostore

@ Learn about LexConnect, All Jurisdictions, Standards referenced in Australian legislation


https://shop.standards.ie/en-ie/standards/i-s-cwa-14355-2004-863632_saig_nsai_nsai_2054304/
https://www.intertekinform.com
https://www.intertekinform.com/en-au/regulatory-management/lexconnect-and-codeconnect/

