
ABPrice Code

National Standards
Authority of Ireland
Glasnevin, Dublin 9

Ireland

Fax: +353 1 807 3838
Tel: +353 1 807 3800

NSAI 2008

AUTOMATIC VEHICLE AND EQUIPMENT

IDENTIFICATION - ELECTRONIC

REGISTRATION IDENTIFICATION (ERI) FOR

VEHICLES - PART 4: SECURE

COMMUNICATIONS USING ASYMMETRICAL

TECHNIQUES (ISO/TS 24534-4:2008)

©

S.R. CEN ISO/TS 24534-4:2008

NO COPYING WITHOUT NSAI
PERMISSION EXCEPT AS

PERMITTED BY COPYRIGHT
LAW

16 April 2008

35.240.60
03.220.20

ICS

Údarás um Chaighdeáin Náisiúnta na hÉireann

IRISH STANDARD

http://www.nsai.ie

Sales
http://www.standards.ie

This Irish Standard was
published under the authority

of the National Standards
Authority of Ireland and

comes into effect on:

This is a free page sample. Access the full version online.



This page is intentionally left BLANK.

This is a free page sample. Access the full version online.



  

 

 

  

 

Reference number
ISO/TS 24534-4:2008(E)

© ISO 2008
 

 

 

TECHNICAL 
SPECIFICATION 

ISO/TS
24534-4

First edition
2008-02-15

Automatic vehicle and equipment 
identification — Electronic Registration 
Identification (ERI) for vehicles — 
Part 4: 
Secure communications using 
asymmetrical techniques 

Identification automatique des véhicules et des équipements — 
Identification d'enregistrement électronique (ERI) pour les véhicules — 

Partie 4: Communications sûres utilisant des techniques asymétriques 
 

This is a free page sample. Access the full version online.



ISO/TS 24534-4:2008(E) 

PDF disclaimer 
This PDF file may contain embedded typefaces. In accordance with Adobe's licensing policy, this file may be printed or viewed but 
shall not be edited unless the typefaces which are embedded are licensed to and installed on the computer performing the editing. In 
downloading this file, parties accept therein the responsibility of not infringing Adobe's licensing policy. The ISO Central Secretariat 
accepts no liability in this area. 

Adobe is a trademark of Adobe Systems Incorporated. 

Details of the software products used to create this PDF file can be found in the General Info relative to the file; the PDF-creation 
parameters were optimized for printing. Every care has been taken to ensure that the file is suitable for use by ISO member bodies. In 
the unlikely event that a problem relating to it is found, please inform the Central Secretariat at the address given below. 

 

 COPYRIGHT PROTECTED DOCUMENT 
 
©   ISO 2008 
All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means, 
electronic or mechanical, including photocopying and microfilm, without permission in writing from either ISO at the address below or 
ISO's member body in the country of the requester. 

ISO copyright office 
Case postale 56 • CH-1211 Geneva 20 
Tel.  + 41 22 749 01 11 
Fax  + 41 22 749 09 47 
E-mail  copyright@iso.org 
Web  www.iso.org 

Published in Switzerland 
 

ii  © ISO 2008 – All rights reserved
 

 

This is a free page sample. Access the full version online.



ISO/TS 24534-4:2008(E) 

© ISO 2008 – All rights reserved  iii

Contents Page 

Foreword............................................................................................................................................................ iv 
Introduction ........................................................................................................................................................ v 
1 Scope ..................................................................................................................................................... 1 
2 Normative references ........................................................................................................................... 2 
3 Terms and definitions........................................................................................................................... 2 
4 Abbreviations ...................................................................................................................................... 11 
5 System communications concept..................................................................................................... 12 
5.1 Introduction ......................................................................................................................................... 12 
5.2 Overview .............................................................................................................................................. 12 
5.3 Security services ................................................................................................................................ 19 
5.4 Communication architecture description......................................................................................... 24 
5.5 Interfaces ............................................................................................................................................. 26 
6 Interface requirements ....................................................................................................................... 27 
6.1 Overview .............................................................................................................................................. 27 
6.2 Abstract transaction definitions........................................................................................................ 28 
6.3 The ERT interfaces ............................................................................................................................. 65 
Annex A (normative)  ASN.1 Modules............................................................................................................. 69 
Annex B (informative)  Operational scenarios ............................................................................................... 80 
Annex C (normative)  PICS pro forma............................................................................................................. 91 
Bibliography ..................................................................................................................................................... 95 
 

This is a free page sample. Access the full version online.



ISO/TS 24534-4:2008(E) 

iv  © ISO 2008 – All rights reserved
 

Foreword 

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies 
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO 
technical committees. Each member body interested in a subject for which a technical committee has been 
established has the right to be represented on that committee. International organizations, governmental and 
non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely with the 
International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization. 

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2. 

The main task of technical committees is to prepare International Standards. Draft International Standards 
adopted by the technical committees are circulated to the member bodies for voting. Publication as an 
International Standard requires approval by at least 75 % of the member bodies casting a vote. 

In other circumstances, particularly when there is an urgent market requirement for such documents, a 
technical committee may decide to publish other types of normative document: 

— an ISO Publicly Available Specification (ISO/PAS) represents an agreement between technical experts in 
an ISO working group and is accepted for publication if it is approved by more than 50 % of the members 
of the parent committee casting a vote; 

— an ISO Technical Specification (ISO/TS) represents an agreement between the members of a technical 
committee and is accepted for publication if it is approved by 2/3 of the members of the committee casting 
a vote. 

An ISO/PAS or ISO/TS is reviewed after three years in order to decide whether it will be confirmed for a 
further three years, revised to become an International Standard, or withdrawn. If the ISO/PAS or ISO/TS is 
confirmed, it is reviewed again after a further three years, at which time it must either be transformed into an 
International Standard or be withdrawn. 

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent 
rights. ISO shall not be held responsible for identifying any or all such patent rights. 

ISO/TS 24534-4 was prepared by Technical Committee ISO/TC 204, Intelligent transport systems, and by 
Technical Committee CEN/TC 278, Road transport and traffic telematics in collaboration. 

ISO/TS 24534 consists of the following parts, under the general title Automatic vehicle and equipment 
identification — Electronic Registration Identification (ERI) for vehicles: 

⎯ Part 1: Architecture 

⎯ Part 2: Operational requirements 

⎯ Part 3: Vehicle data 

⎯ Part 4: Secure communications using asymmetrical techniques 

⎯ Part 5: Secure communications using symmetrical techniques 
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