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National foreword for I.S. ISO 31000 — Risk management — Principles and guidelines.

This Irish Standard is the original English version of ISO 31000:2009 — Risk management — Principles and
guidelines.

It is recommended for adoption as a national standard by the NSAI Risk Management Standards Committee
(RMSC) who participated in the development of this standard and the related standard 1SO Guide 73:2009
Risk management - Vocabulary.

This committee has developed supplemental guidance on implementing ISO 31000 in another NSAI
publication — NWA 31000:2010. This publication is a compendium of the following documents:

— 1.S. ISO 31000:2009, Risk Management principles and guidelines;
— National guidance on implementing I.S. ISO 31000:2009;

— L.S. ISO Guide 73:2009, Risk management — Vocabulary.



This is a free page sample. Access the full version online.

1.S. 1ISO 31000:2009

This page is intentionally left BLANK.



This is a free page sample. Access the full version online.

1.S. 1SO 31000:2009

INTERNATIONAL ISO
STANDARD 31000

First edition
2009-11-15

Risk management — Principles and
guidelines

Management du risque — Principes et lignes directrices

— Reference number
= — 1ISO 31000:2009(E)

© SO 2009



This is a free page sample. Access the full version online.

1.S.1SO 31000:2009
ISO 31000:2009(E)

PDF disclaimer

This PDF file may contain embedded typefaces. In accordance with Adobe's licensing policy, this file may be printed or viewed but
shall not be edited unless the typefaces which are embedded are licensed to and installed on the computer performing the editing. In
downloading this file, parties accept therein the responsibility of not infringing Adobe's licensing policy. The ISO Central Secretariat
accepts no liability in this area.

Adobe is a trademark of Adobe Systems Incorporated.

Details of the software products used to create this PDF file can be found in the General Info relative to the file; the PDF-creation
parameters were optimized for printing. Every care has been taken to ensure that the file is suitable for use by ISO member bodies. In
the unlikely event that a problem relating to it is found, please inform the Central Secretariat at the address given below.

COPYRIGHT PROTECTED DOCUMENT

© 1S0 2009

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means,
electronic or mechanical, including photocopying and microfilm, without permission in writing from either ISO at the address below or
ISO's member body in the country of the requester.

ISO copyright office

Case postale 56 ¢ CH-1211 Geneva 20

Tel. +412274901 11

Fax + 4122749 09 47

E-mail copyright@iso.org

Web www.iso.org
Published in Switzerland

ii © ISO 2009 — All rights reserved



This is a free page sample. Access the full version online.

1.S.1SO 31000:2009
ISO 31000:2009(E)

Contents Page
0T =V o iv
Lo Yo 11T o) \'
1 £ T o - S 1
2 Terms and defiNitions ........coo i e 1
3 e T 1T o= 7
4 = 111 =TT o 8
41 L T=Y = | 8
4.2 Mandate and COMMItMENE ..........ooi i ———— 9
43 Design of framework for managing risk........ccccuvrrminiimmmie s 10
4.3.1 Understanding of the organization and its context ..........cccoccicmiiniii s 10
4.3.2 Establishing risk management POliCY .........cccourimrminnimm - 10
4.3.3 Accountability......ccccciiriimiii i —————— 1
4.3.4 Integration into organizational ProCeSSes .........cciririmmmrinniir s ————————— 1
T == T 1T o= 1
4.3.6 Establishing internal communication and reporting mechanisms...........cccccvvevmvmveeeeeeeeeeeeeceeeeeeee. 12
4.3.7 Establishing external communication and reporting mechanisms .........ccccccvvvivmvieieeeeeeeeeeeeeceeenee. 12
4.4 Implementing risk management ......... ... 12
441 Implementing the framework for managing riskK ........cccccimiiiiccccrceiin e 12
4.4.2 Implementing the risk management ProCess .........cccuurmrmrmmmmmmmmemmmemmmeemmmeerererenenesesnsnsnnnnnnnnnnnnsnsnsnsnnnns 13
4.5 Monitoring and review of the frameWoOrkK ..........ccccciiiiiccccceimri s s ean 13
4.6 Continual improvement of the framework ......... . 13
5 T o === 13
51 =Y 4 T - 13
5.2 Communication and consultation ... ——— 14
5.3 Establishing the context ... —————— 15
L TR O € 1Y 4 =Y - | 15
5.3.2 Establishing the external context...........ciiiii i ——————— 15
5.3.3 Establishing the internal context..........ccccciiiiiiii s ——— 15
5.3.4 Establishing the context of the risk management ProCess .........ccccccevmrrrrrinisccsssscere e ss s sssseseeees 16
5.3.5 Defining FiSK Criteria.......cccciiiiiiiiieirieii i cccssserr s sssssrr e e s s s sssss e e e e s sa s ssmene e s ee s e s s anmeeessnssnannmnnnnens 17
54 RISK @SSE@SSMENL .....cooiiiiiiiiiirr s 17
LI R O € 7Y 4T - | 17
5.4.2 Risk identification........oo e 17
5.4.3 RiSK @NalySiS.....ccociiiiiiiiiiiiiiiiinis st 18
5.4.4 RIiSK @VAlUALION ... 18
5.5 RISK treatment........ s e n e amn e e e n e an 18
LT T € 1Y 4 =Y | 18
5.5.2 Selection of risk treatment Options ............ i ————— 19
5.5.3 Preparing and implementing risk treatment plans ...........cccciiiii e ———— 20
5.6 (V1 LT T3 Lo o T e =T Lo I =7 T 20
5.7 Recording the risk ManagemMent ProCESS.......ccccccrrnnnsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasass 21
Annex A (informative) Attributes of enhanced risk management..............ccococrimriiiicccccrrer s 22
7] o1 o | o 13/ 24

© ISO 2009 — All rights reserved iii



This is a free page sample. Access the full version online.

1.S.1SO 31000:2009
ISO 31000:2009(E)

Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely with the
International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.
The main task of technical committees is to prepare International Standards. Draft International Standards
adopted by the technical committees are circulated to the member bodies for voting. Publication as an

International Standard requires approval by at least 75 % of the member bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO shall not be held responsible for identifying any or all such patent rights.

ISO 31000 was prepared by the ISO Technical Management Board Working Group on risk management.
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Introduction

Organizations of all types and sizes face internal and external factors and influences that make it uncertain
whether and when they will achieve their objectives. The effect this uncertainty has on an organization's
objectives is “risk”.

All activities of an organization involve risk. Organizations manage risk by identifying it, analysing it and then
evaluating whether the risk should be modified by risk treatment in order to satisfy their risk criteria.
Throughout this process, they communicate and consult with stakeholders and monitor and review the risk
and the controls that are modifying the risk in order to ensure that no further risk treatment is required. This
International Standard describes this systematic and logical process in detail.

While all organizations manage risk to some degree, this International Standard establishes a number of
principles that need to be satisfied to make risk management effective. This International Standard
recommends that organizations develop, implement and continuously improve a framework whose purpose is
to integrate the process for managing risk into the organization's overall governance, strategy and planning,
management, reporting processes, policies, values and culture.

Risk management can be applied to an entire organization, at its many areas and levels, at any time, as well
as to specific functions, projects and activities.

Although the practice of risk management has been developed over time and within many sectors in order to
meet diverse needs, the adoption of consistent processes within a comprehensive framework can help to
ensure that risk is managed effectively, efficiently and coherently across an organization. The generic
approach described in this International Standard provides the principles and guidelines for managing any
form of risk in a systematic, transparent and credible manner and within any scope and context.

Each specific sector or application of risk management brings with it individual needs, audiences, perceptions
and criteria. Therefore, a key feature of this International Standard is the inclusion of “establishing the context”
as an activity at the start of this generic risk management process. Establishing the context will capture the
objectives of the organization, the environment in which it pursues those objectives, its stakeholders and the
diversity of risk criteria — all of which will help reveal and assess the nature and complexity of its risks.

The relationship between the principles for managing risk, the framework in which it occurs and the risk
management process described in this International Standard are shown in Figure 1.

When implemented and maintained in accordance with this International Standard, the management of risk
enables an organization to, for example:

— increase the likelihood of achieving objectives;

— encourage proactive management;

— be aware of the need to identify and treat risk throughout the organization;

— improve the identification of opportunities and threats;

— comply with relevant legal and regulatory requirements and international norms;
— improve mandatory and voluntary reporting;

— improve governance;

— improve stakeholder confidence and trust;

© 1SO 2009 - All rights reserved Vv
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— establish a reliable basis for decision making and planning;

— improve controls;

— effectively allocate and use resources for risk treatment;

— improve operational effectiveness and efficiency;

— enhance health and safety performance, as well as environmental protection;

— improve loss prevention and incident management;

— minimize losses;

— improve organizational learning; and

— improve organizational resilience.

This International Standard is intended to meet the needs of a wide range of stakeholders, including:
a) those responsible for developing risk management policy within their organization;

b) those accountable for ensuring that risk is effectively managed within the organization as a whole or
within a specific area, project or activity;

c) those who need to evaluate an organization's effectiveness in managing risk; and

d) developers of standards, guides, procedures and codes of practice that, in whole or in part, set out how
risk is to be managed within the specific context of these documents.

The current management practices and processes of many organizations include components of risk
management, and many organizations have already adopted a formal risk management process for particular
types of risk or circumstances. In such cases, an organization can decide to carry out a critical review of its
existing practices and processes in the light of this International Standard.

In this International Standard, the expressions “risk management” and “managing risk” are both used. In

general terms, “risk management” refers to the architecture (principles, framework and process) for managing
risks effectively, while “managing risk” refers to applying that architecture to particular risks.

Vi © 1SO 2009 — All rights reserved
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Figure 1 — Relationships between the risk management principles, framework and process

Vii

© 1SO 2009 - All rights reserved



This is a free page sample. Access the full version online.

1.S. 1ISO 31000:2009



This is a free page sample. Access the full version online.

1.S. 1ISO 31000:2009
INTERNATIONAL STANDARD ISO 31000:2009(E)

Risk management — Principles and guidelines

1 Scope
This International Standard provides principles and generic guidelines on risk management.

This International Standard can be used by any public, private or community enterprise, association, group or
individual. Therefore, this International Standard is not specific to any industry or sector.

NOTE For convenience, all the different users of this International Standard are referred to by the general term
“organization”.

This International Standard can be applied throughout the life of an organization, and to a wide range of
activities, including strategies and decisions, operations, processes, functions, projects, products, services
and assets.

This International Standard can be applied to any type of risk, whatever its nature, whether having positive or
negative consequences.

Although this International Standard provides generic guidelines, it is not intended to promote uniformity of risk
management across organizations. The design and implementation of risk management plans and
frameworks will need to take into account the varying needs of a specific organization, its particular objectives,
context, structure, operations, processes, functions, projects, products, services, or assets and specific
practices employed.

It is intended that this International Standard be utilized to harmonize risk management processes in existing
and future standards. It provides a common approach in support of standards dealing with specific risks
and/or sectors, and does not replace those standards.

This International Standard is not intended for the purpose of certification.

2 Terms and definitions

For the purposes of this document, the following terms and definitions apply.
21

risk

effect of uncertainty on objectives

NOTE 1 An effect is a deviation from the expected — positive and/or negative.

NOTE 2  Objectives can have different aspects (such as financial, health and safety, and environmental goals) and can
apply at different levels (such as strategic, organization-wide, project, product and process).

NOTE 3 Risk is often characterized by reference to potential events (2.17) and consequences (2.18), or a
combination of these.

NOTE 4  Risk is often expressed in terms of a combination of the consequences of an event (including changes in
circumstances) and the associated likelihood (2.19) of occurrence.

© 1SO 2009 - All rights reserved 1
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