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Foreword

This document (EN 419251-3:2013) has been prepared by Technical Committee CEN/TC 224 “Personal
identification, electronic signature and cards and their related systems and operations”, the secretariat of
which is held by AFNOR.

This European Standard shall be given the status of a national standard, either by publication of an identical
text or by endorsement, at the latest by September 2013, and conflicting national standards shall be
withdrawn at the latest by September 2013.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. CEN [and/or CENELEC] shall not be held responsible for identifying any or all such patent rights.

EN 419251 contains the following parts:

— EN 419251-1, Security requirements for device for authentication — Part 1: Protection profile for core
functionality;

— EN 419251-2, Security requirements for device for authentication — Part 2: Protection profile for
extension for trusted channel to certificate generation application;

— EN 419251-3, Security requirements for device for authentication — Part 3: Additional functionality for
security targets (the present document).

The present document was submitted to the Enquiry under the reference prEN 16248-3.

According to the CEN/CENELEC Internal Regulations, the national standards organisations of the following
countries are bound to implement this European Standard: Austria, Belgium, Bulgaria, Croatia, Cyprus, Czech
Republic, Denmark, Estonia, Finland, Former Yugoslav Republic of Macedonia, France, Germany, Greece,
Hungary, Iceland, Ireland, ltaly, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Norway, Poland, Portugal,
Romania, Slovakia, Slovenia, Spain, Sweden, Switzerland, Turkey and the United Kingdom.
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1 Scope
This European Standard contains packages that define security requirements for an authentication device.
This document is Part 3. Part 1 and Part 2 are Protections Profiles — PP— based on the packages defined in

this document. Packages contained in this document can be added in a Security Target —ST- claiming PP of
Part 1 or Part 2.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated references,
the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 10181-2:1996, Information technology — Open Systems Interconnection — Security frameworks for
open systems: Authentication framework

ISO/IEC 15408-1:2009"), Information technology — Security techniques — Evaluation criteria for IT security
— Part 1: Introduction and general model

ISO/IEC 15408-2", Information technology — Security techniques — Evaluation criteria for IT security —
Part 2: Security functional components

ISO/IEC 15408-3", Information technology — Security techniques — Evaluation criteria for IT security —
Part 3: Security assurance components

ISO/IEC 18045, Information technology — Security techniques — Methodology for IT security evaluation

3 Conformance

3.1 CC Conformance Claim

These packages are CC Part 2 extended and CC Part 3 conformant and written according to ISO/IEC 15408-
1, -2, -3 and ISO/IEC 18045.

3.2 PP Claim

These packages do not claim conformance to any other Protection Profile.

3.3 Package Claim

The evaluation assurance level for these packages is EAL4-augmented with the assurance components
AVA VAN.5 and ALC_DVS.2.

3.4 Conformance Rationale

Since these packages do not claim conformance to any other protection profile, no rationale is necessary
here.

1) ISO/IEC 15408-1, -2 and -3 respectively correspond to Common Criteria for Information Technology Security Evaluation,
Parts 1, 2 and 3.
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